______________________________________________ 

From: 
MGH Privacy Office  

Sent:
Tuesday, June 14, 2011 2:12 PM

To:
HR Grapevine1 Dist List; HR Grapevine2 Dist List

Subject:
Important message from MGH Privacy officer relating to CAP policies and training

Dear Colleagues,

As indicated in the earlier e-mail today from Drs. Slavin and Torchiana, we are preparing to implement the policy distribution and training process in HealthStream to our workforce. Our plan is to distribute the policies through e-mail tomorrow to provide enough time for them to be read before opening up the training on Monday, June 20.

 

Here is what we need from you:

1) Please ensure the policies are distributed to all members of your workforce and they read and abide by them.            
The links below will take you to three new or revised policies:


Physical Removal and Transport of Protected Health Information and Personal Information 


Laptop Encryption 


Portable USB Drive Encryption 

Ensure that all members of the workforce under your supervision or control read and abide by the three policies. Tomorrow we will be sending an e-mail to All User MGH which will again include the policy links. Please check with all individuals in your area to verify they received the e-mail.   


For those that received the Broadcast MGH email, no additional follow-up is required.    


For those with e-mail who did not get the Broadcast MGH message, forward the e-mail to them.  [Click here for instructions on how to get on the All User MGH e-mail list ].  Please note:  We are aware there are a number of workforce members who are using other e-mail addresses besides their partners.org address.  Make sure these individuals receive the Broadcast MGH message, are able to read the policies and subsequently follow instructions to take the training. 


For those not on All User MGH, including those without e-mail, you will need to document the policy distribution steps you take. This documentation may consist of creating a list of who these individuals are, how they received the materials (e.g. ‘Forwarded Broadcast e-mail’ or ‘distributed hardcopy’), and the date. This documentation must be retained, as it is required by the CAP and may be requested by the monitor. 

You will also need to ensure that any new member of your workforce receives the policies as soon as possible but absolutely no later than 15 days after they start.  A form will be included in the new hire and non-employee processes to document the distribution.

2) Make sure your workforce completes the training

Beginning on June 20, all workforce members will have 30 days to complete required training through the HealthStream online training module.  Instructions on how to access HealthStream will be included in tomorrow's e-mail. 

As the final step in the online module, all members of the workforce will be asked to certify that they have received, read and will abide by the policies, and that they have completed the training. HealthStream will keep a record of all workforce members who have met the training requirement. 

In addition, workforce members with Partners e-mail will receive an e-mail from HealthStream indicating that the training has been assigned, as well as reminder e-mails if they haven’t yet taken the training 

If you supervise members of the workforce who do not regularly use computers, we ask that you assist them in working through the learning modules and certifying their completion.  

All workforce members must complete this training by July 20. The Privacy Office will be monitoring compliance by department and will provide each department director with a weekly list of workforce members who have NOT yet completed the training. 

You must also ensure that any new workforce member takes the training within 15 days of their start date.  Workforce members are prohibited from removing PHI from MGH premises for the performance of their job duties until they have completed the training.   

3) Prepare your staff for possible interaction with the monitor

As part of the agreement between OCR and MGH, an onsite monitor will review and report to the OCR on MGH’s progress and compliance in implementing the items agreed to in the CAP over the next three years. Please prepare your staff for possible interaction with the monitor, who may ask them questions about the three policies listed above and our implementation of and compliance with the policies and procedures.   

 

4) Resources for you

MGH Privacy and Security website has materials you may find helpful in communicating with your staff, including some talking points, a presentation and frequently asked questions.

More updates to come

We will keep you posted over the next several weeks and provide updates as necessary.  
 

As always, thank you in advance for your help and cooperation.  If you need more information or have concerns, please contact Allison Dolan in the MGH Privacy Office  at 617-726-1098. 
Sincerely, 
 

Deborah Adair

MGH Privacy Officer

 

